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Exposure Control
and Experimentation

Chris Timperley - Monday, October 19, 2026
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Administrivia

= Midterm results should be posted later tonight
= Homework: we will begin traffic simulator early this week
= you can still build out your dashboard for Checkpoint A

= we will likely reach out to ask you to configure certain settings (e.g., admin API,

Mailpit, Grafana)
= Lab: you will use OpenFeature and Unleash

= these will be used for your experiment in Checkpoint B
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¢ Learning Goals

m Distinguish technical risk from product risk in a proposed change, and explain how

separating deployment from release helps limit both.

m Choose an exposure strategy for a change based on its risks, its reversibility, and the

evidence needed.

m Turn a product idea into a testable hypothesis with an outcome metric, guardrails,

and a decision rule, and identify a cheaper test that could disprove it.

m Explain why randomized comparison is needed to attribute an outcome to a change,

and diagnose why a claimed result might be misleading.

Software and Societa
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Technical and Product Risk

Why is shipping a change risky even when the code works?
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Vote: Which of these changes helped?

o MSN home page: open Hotmailin a Bing: add a pane of Facebook and
new tab instead of the same tab. Twitter content to search results.
HELPED +$.?% engagement; replicated with 2.7 NO EFFECT Over $25 million to build; negligible
million US users. engagement or revenue.
e Bing: make title blues and greens Bing: show fewer ads, but make each
slightly darker. one larger.
HELPED Faster, more successful searches; over $10 HELPED Over $50 million a year without hurting user

million a year. experience.

Kohavi and Thomke, “The Surprising Power of Online Experiments,” Harvard Business Review, 2017.
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A shelved idea earned over $100M a year

. . The idea sat in the backlog for more than six
Low priority

months.
+ 12 /o Cheap to An engineer ran an A/B test because the code
. test took days to write.
Bing revenue from
longer ad titles
Usually At Google and Bing, only about 10-20% of
wrong experiments produce positive results.

Untested judgment builds losing ideas and shelves winning ones.
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*“The most inefficient way to test a business model
or product idea is to build the complete product to
see whether the predicted demand actually exists.”

m«A[E%E
Jez Humble ‘
"\ W3~ Coauthor of The DevOps Handbook i 4}%
Lt A 75K Quoted in The DevOps Handbook N
~ Bﬁ g
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https://itrevolution.com/product/the-devops-handbook-second-edition/
https://itrevolution.com/product/the-devops-handbook-second-edition/
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THE WIRED APP IS HERE DOWNLOAD NOW »
= mImEm SECURITY POLITICS THE BIG STORY BUSINESS SCIENCE CULTURE REVIEWS R

FEATURED LAST MINUTE PRIME DAY DEALS BEST SMART SCALES BEST KINDLES

NEWSLETTERS

BEST MAC DESKTOP DEALS DELIVERED GIFT GUIDES

BOONE ASHWORTH GEAR MAY 11, 2824 7:38 AM

Many People Do Not Like the New Sonos App

Plus: Apple crushes artistic dreams, Comcast introduces low-cost internet plans, and Black Twitter will always be Black
Twitter.

Sonos One - Ajay Suresh - CC BY 2.0

WIRED - May 11, 2024
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https://www.wired.com/story/people-do-not-like-the-new-sonos-app/
https://commons.wikimedia.org/wiki/File:Sonos_One_Speaker_(49671374307).jpg
https://commons.wikimedia.org/wiki/File:Sonos_One_Speaker_(49671374307).jpg
https://creativecommons.org/licenses/by/2.0/
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dl'S TECHNICA

Sonos’ $30M app fail is cautionary tale
against rushing unnecessary updates

Sonos is delaying two hardware releases because of the app’s problems.

L e —

L

Ars Technica - August 8, 2024


https://arstechnica.com/gadgets/2024/08/app-redesign-blowback-will-cost-sonos-up-to-30-million-ceo-says/
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Sonos CEO says the old app can’t be
rereleased

/ Patrick Spence was hopeful
‘until very recently’ that Sonos
could offer its old S2 app that
many, many customers prefer
over the new one.

by (+) Jay Peters
Aug 20, 2024, 915 PM UTC

&) (») (& 100/ Comments (A1l New)

Photo by Chris Welch / The Verge

Part Of

The Sonos app fiasco: how ~ () Jay Peters is a senior reporter covering technology,

The Verge - August 20, 2024
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https://www.theverge.com/2024/8/20/24224754/sonos-ceo-old-s2-app-re-release-cant-be

SUBSCRIBE & SIGN IN

The‘/erge | Tech / Reviews / Science / Entertainment / Al / Policy / & =

Image: Cath Virginia / The Verge

Part Of

The Sonos app fiasco: how a
great audio brand nearly
ruined its reputation

SEE ALL UPDATES -

The Verge - January 13, 2025

+NEWS ) TECH ) SPEAKERS

Sonos CEO
Patrick Spence
steps down after
disastrous app
launch

As chief executive, Spence oversaw many
successful products. But there was no
coming back from last year’s app debacle:
it has finally led to his ouster.

by () Chris Welch
Jan 13, 2025, 1:00 PM UTC

&) (») (& ‘E Comments (AL New)
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https://www.theverge.com/2025/1/13/24342179/sonos-ceo-patrick-spence-resignation-reason-app
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Sonos: a broad release with no easy rollback

= The system: a phone app controls speakers

; g Sonos
that run firmware and use cloud services. )

App rewrite, 2024

= May 2024: th.e.rewrlte replacec! the S2 app, $20-30M Jan 2025
removing familiar features and introducing
reliability problems. estimated CEO stepped
recovery cost down
= August 2024: Sonos said firmware and cloud |
changes prevented restoring the old S2 app. Source: Ars Technica, Aug 2024

A broad release caused harm that an app rollback could not undo.
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https://arstechnica.com/gadgets/2024/08/app-redesign-blowback-will-cost-sonos-up-to-30-million-ceo-says/
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A release can fail by breaking or by not helping

Technical risk Product risk

A The change harms the service: errors, (Q\ The change works as built but
latency, crashes, or lost data. users are no better off, or worse.
Evidence: health signals from the exposed Evidence: a user outcome compared
users. with users who did not get the change.

Which risks did Sonos face? Which did Bing’s longer ad titles face?

s Sonos suffered both.

= Bing’s longer ad titles carried almost no technical risk but real product uncertainty.

13



Risk grows when you ship code
you do not understand
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Pricing Blog Login

enrichlead

Turn anonymous website visitors into B2B
leads.

Identify companies visiting your website and get access
to decision-makers’ emails.

b ﬁ w

Lead card Manage +ee

§ / Leo Jr @
™ O leojr@enrichlead.com & (305)234-2345
Company Job tittle Annual revenue
Enrich Lead LLC CEO $10M

4

@

Insights +*
Leo specializes in Al-driven lead enrichment, off ering

insights into understanding prospects more deeply
and personalizing communication strategies. Engaging é‘

6' with Leo can provide your team with advanced tools

o s oo bnicin s do fennaue load s By and doiue calas

Enrichlead - original marketing homepage
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https://perfect-evidence-633970.framer.app/

S3D

leo @

@leojrr - Follow

my saas was built with Cursor, zero hand written code

Al is no longer just an assistant, it's also the builder

Now, you can continue to whine about it or start building.

P.S. Yes, people pay for it
12:34 AM - Mar 15, 2025

@ 589 @ Reply (2 Copylink

Read 73 replies

17-636 / DEVOPS
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https://twitter.com/leojrr
https://twitter.com/leojrr
https://twitter.com/leojrr
https://x.com/intent/follow?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1900767509621674109%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals&screen_name=leojrr
https://x.com/leojrr/status/1900767509621674109?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1900767509621674109%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals
https://x.com/leojrr/status/1900767509621674109?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1900767509621674109%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals
https://help.x.com/x-for-websites-ads-info-and-privacy
https://x.com/intent/like?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1900767509621674109%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals&tweet_id=1900767509621674109
https://x.com/intent/tweet?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1900767509621674109%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals&in_reply_to=1900767509621674109
https://x.com/leojrr/status/1900767509621674109?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1900767509621674109%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals
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leo & X

@leojrr - Follow

guys, i'm under attack

ever since | started to share how | built my SaaS using
Cursor

random thing are happening, maxed out usage on api keys,
people bypassing the subscription, creating random shit
ondb

as you know, I'm not technical so this is taking me longer
that usual to Show more

5:04 AM - Mar 17, 2025 ®

@ 6Kk @ Reply (2 Copylink

Read 602 replies
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https://twitter.com/leojrr
https://twitter.com/leojrr
https://twitter.com/leojrr
https://x.com/intent/follow?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1901560276488511759%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals&screen_name=leojrr
https://x.com/leojrr/status/1901560276488511759?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1901560276488511759%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals
https://x.com/leojrr/status/1901560276488511759?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1901560276488511759%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals
https://x.com/leojrr/status/1901560276488511759?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1901560276488511759%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals
https://x.com/leojrr/status/1901560276488511759?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1901560276488511759%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals
https://help.x.com/x-for-websites-ads-info-and-privacy
https://x.com/intent/like?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1901560276488511759%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals&tweet_id=1901560276488511759
https://x.com/intent/tweet?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1901560276488511759%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals&in_reply_to=1901560276488511759
https://x.com/leojrr/status/1901560276488511759?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1901560276488511759%7Ctwgr%5E2088ce26e8ac569cc41df3f0c95e48551fe75617%7Ctwcon%5Es1_&ref_url=http%3A%2F%2Flocalhost%3A3031%2Flearning-goals
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B Vibe Graveyard Sear ... (use # Search Home Topics Companies Reports About | Submit Story

Home > "Zero hand-written code" SaaS app shut down within a week after cascading security failures

"Zero hand-written code" SaaS .
app shut down within a week
after cascading security failures

EnrichLead, a sales lead SaaS application whose founder Leo Acevedo publicly
boasted was built entirely with Cursor Al and "zero hand-written code," was
permanently shut down in March 2025 after attackers exploited a constellation of
basic security failures. APl keys sat exposed in frontend code. There was no
authentication. The database was wide open. There was no rate limiting. No input
validation. Attackers bypassed subscriptions, manipulated data, and maxed out
API keys - all within two days of Acevedo's viral celebration post. When he tried to
use Cursor to fix the problems, the Al "kept breaking other parts of the code." The
app was dead within the week. Acevedo has since launched new vibe-coded
projects, because some lessons require a second attempt.

Sources: [1] [2]

Vibe Graveyard

Vibe Graveyard - March 24, 2026
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https://vibegraveyard.ai/story/enrichlead-vibe-coded-saas-shutdown/

Today: How do we control risk?
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Limit exposure and test whether changes help

Exposure control

? Limits how many users a bad
change can reach, whichever
way it fails.

Experiments

Show whether the change
actually improved what users
achieve.

20



Carnegie Mellon University

Controlling Exposure

How can we limit who encounters a change?

17-636 DEVOPS
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CI/CD Pipeline

Build

code

—

Test
code

>

Deploy

code

Unleash | Apache 2.0

S3D

—{

App in

Production

)
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D SSmm—

Feature Fla\gs

Feature OFF

=

Feature ON

22


http://localhost:3031/unleash-how-feature-flags-work.png
https://docs.getunleash.io/get-started/what-is-a-feature-flag
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A feature flag selects behavior at runtime

[ < A configured choice between code paths,
evaluated for each user at runtime. Allows
KEHiCoNCE L us to switch behavior without redeploying.

Feature flag

if flags.enabled("new-ranking", user):
results = new_ranker.rank(query)
else:
results = old_ranker.rank(query)

23
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Flags can select a value at runtime

OpenFeature provides a standard API for evaluating flags. A provider connects it to
your flag system.

from openfeature import api
from openfeature.evaluation_context import EvaluationContext

client = api.get_client()
context = EvaluationContext(targeting_key=user.id)

enabled = client.get_boolean_value("new-ranking", False, context)
ranker = client.get_string_value("ranking-method", "popular", context)
limit = client.get_integer_value("result-1limit", 20, context)

The second argument is the default value: use it when the flag is missing or evaluation fails.

OpenFeature - Python SDK

S3D
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https://openfeature.dev/docs/reference/sdks/server/python/
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Flags serve different purposes

T A -
Perwmission Plags
Years |
| ]
Months
- [ ]
W
ecks Release plags l |
Dm,s =
-

Clr\omge_ Rate

TTL = flag lifetime. Unleash - Feature flag types - taxonomy credited to Pete Hodgson

S3D

Release: roll out new behavior
Experiment: compare variants
Ops: temporarily enable tracing
Kill switch: stop failing behavior

Permission: select by plan or role

25


http://localhost:3031/unleash-flag-types.png
https://docs.getunleash.io/get-started/what-is-a-feature-flag#types-of-feature-flags
https://martinfowler.com/articles/feature-toggles.html
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Many tools manage feature flags

Q unleash LaunchDarkly > clagsmith
DevCycle Z GrowthBook
CONFIGCAT

We will use Unleash for the examples that follow.

S3D 26


https://www.getunleash.io/
https://launchdarkly.com/
https://www.flagsmith.com/
https://configcat.com/
https://devcycle.com/
https://www.growthbook.io/
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Progressive rollout widens exposure stage by stage

@ =@ =@ NG

Canary Wider Most users Everyone
Evaluate, then wait Evaluate, then wait Evaluate, then wait Full release

Recall: CrowdStrike, July 2024
A faulty content update reached every Windows host running the sensor at once, and the hosts crashed. The
company’s root-cause report adds staged rings, canaries, and bake time.

S3D
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Strategies decide who receives the feature

:: Gradual rollout

Rollout % 75% of your base is included.

OR

:: Gradual rollout: new-signup-flow-internal

Constraint email is a string that ends with | Aa @unleashdocs.com
AND
Rollout % 100% of your base who match constraints is included.

Example: All employees + 75% of other users

Unleash - Activation strategies

S3D

Choose a rollout percentage
and targeting rules.

AND within a strategy:
all constraints must match.

OR between strategies:
any one can enable the flag.

28


http://localhost:3031/unleash-strategies-example.webp
https://docs.getunleash.io/concepts/activation-strategies

Roll out to a stable group of users

Rollout m

0% 25% 50% 75%

Stickiness (2)

Stickiness

userld =

= Rollout: choose a percentage of eligible users
= Stickiness: use a consistent identity to preserve assignments
= Expansion: add users while keeping the current group included

Unleash - Rollout - Stickiness - v6.9.0 interface

S3D
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100%

29


http://localhost:3031/unleash-rollout-stickiness.png
https://docs.getunleash.io/concepts/activation-strategies
https://docs.getunleash.io/concepts/stickiness
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Variants select which behavior users receive

Gradual rollout

: /7
new-signup-flow-all-users
. 100% | of your base is included.
Feature variants (2) new-signup-flow old-sign-up-flow

50% 50%

= Variants: name the alternative behaviors
= Weights: divide enabled users between them

Unleash - Strategy variants - v6.9.0 interface

S3D 30


http://localhost:3031/unleash-strategy-variants.png
https://docs.getunleash.io/concepts/strategy-variants
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Capture metrics before you start the rollout

RPS last hour Client errors last week
request_count = last hour = rps = 1 filter client_error_count » last week = count » 1
filter
12K/s
10K/s gsd
-] 300
13 i
§ B8Kfs 250
a 200
5 BK/s
150
@
£ dK/s
- 100
2K/s 50
ofs 0
> > o o \ 2 2
s 2 q:\ & ) @& & Q« 0‘\\ o“\ o“\ o“\ o‘\\ 0_!\ o“\
N N 9 O N N 9 e - <= o B o < <
.snvimnmem:develnpmenl .e \\\\\ onment=production .eﬁvlronmem:deve\opmem .erwuronmem:proc!uct\on

= Record: capture errors, latency, and relevant user outcomes
= Connect: let Unleash query Prometheus or VictoriaMetrics
= Verify: check that data arrives before expanding exposure

Unleash - Connect external metrics
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http://localhost:3031/unleash-impact-metrics.webp
https://docs.getunleash.io/concepts/impact-metrics#connect-external-metrics
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Use those metrics to enforce stop criteria

Unleash - Metric safeguards

S3D

Example rule

Error rate exceeds 1% for 5 minutes
— Disable the flag.

Pause: keep current exposure while you
investigate

Disable: switch to the fallback when a limit is
exceeded

32


http://localhost:3031/emergency-stop-button.jpg
https://docs.getunleash.io/concepts/impact-metrics#safeguard-actions
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Inventory flags and retire the ones you no longer need

D * Name Created v By Last seen Lifecycle develo... produc...
& graphgl-api 03/12/2024 @) - o ®

O & signup-flow-jira-2654 1171172024 @ - o ) ®
O ~ a-b-test selected Enable | | Disable | | Archive || Export || Tags : J

O $ docs-child-flag child 15/10/2024 @ @ ok as stale - )

m O docs-barent-flaa Parent 15/10/20%4 . = —CT a

= Inventory: track each flag’s owner, purpose, and expected lifetime
= Review: identify flags that have outlived their purpose

= Retire: remove unused checks and code paths, then archive

Unleash - Flag inventory and stale flags
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http://localhost:3031/unleash-flag-inventory.png
https://docs.getunleash.io/concepts/technical-debt

Uber automated stale-flag cleanup; owners still decide

Uber Blog

March 17,2020

Introducing Piranha: An Open Source Tool to
Automatically Delete Stale Code

& Manu Sridharan ‘ Rajkishore Barik a Lazaro Clapp 1+

Uber Blog - March 17, 2020

S3D
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List of Stale fiag,
y stale Owner
Flag | TS T perodic | isTreated : _ —
management *  Scheduer | Piranha | Piranha Tidy
system ] \ J : ’ —
I - /.-'
/ Task,
M / diff
vl Snooze flag, /
e abandon diff, — Reminders
close task ™~ Developer }‘

Land diff,
|' Close task

Find: flags left unchanged for weeks are treated as stale
Generate: Piranha deletes the flag check, the dead path,
and its tests

Review: the flag's owner lands the change or marks the

flag as still needed

34


https://www.uber.com/us/en/blog/piranha/
http://localhost:3031/uber-piranha-pipeline.png

Can we test a feature without
showing it to users?
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A dark launch runs behavior before users see it

-t J I —
martinFowler.com =

Facebook Chat: browsers sent hidden traffic
before the chat interface appeared.

Agile Architecture About Thoughtworks N ¥ @ -

Dark Launching

example.com

OCONTINUOUS DELIVERY

anew or changed back-end behavior and

o e\;sels befng.zable‘llolell il‘:lbeing‘callebd 'n‘s Existi ng we bsite H|dden N h t
e requests ew cha

« | e— > backend
& O< Results stay hidden
/~
® v

No chat interface |~ Load - latency

Martin Fowler - April 29, 2020

Can the backend handle real traffic? Hidden work still uses production capacity.

The DevOps Handbook - Chapter 12 - Fowler - Dark Launching
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https://martinfowler.com/bliki/DarkLaunching.html
https://martinfowler.com/bliki/DarkLaunching.html
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Shadow execution compares code on real inputs

[ Same production input J
I

v v

[ Existing merge ] [ Candidate merge ]

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Serve [y

\4 v

[ User } [ Compare + record ] Record differences and execution times.
Mismatches exposed bugs in both
implementations.

GitHub was replacing its merge
implementation. Scientist ran both paths
on selected production requests and
returned the existing result.

GitHub - Move Fast and Fix Things (2015)
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https://github.com/github/scientist
http://localhost:3031/github-scientist-mismatches.png
https://github.blog/engineering/move-fast/
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Each exposure control answers a different question

Control Selects Evidence about Cost
Behavior, per Whichever risk you Code paths to maintain and
Feature flag
user measure remove
Progressive rollout How many Technical risk, stage by Slower full release
users stage
Dark launch/ Hidden Extra load; side effects to

Technical risk only

shadow execution isolate

All of these controls can be combined.

S3D
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. Not all changes are easily reversible

Shared dependencies Side effects

Y A1% canary that overloads a BJ A shadow request that charges
shared cache harms every user. a card or sends an email is real.
Code on devices Broken machines and data

i Shipped app code persists; keep = A crashed host may be
its behavior controllable from ~* unreachable; migrated data

the server. stays migrated.

Put the most caution where effects cannot be reversed.

S3D 39



S3D

Activity: How Would You Ship
This?

What exposure does this change deserve?
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Decide how one change should reach users

1 . What Id g? 2 - How will you roll it out?
. at could go wrong?

L How you control who sees it,

/N Is the risk technical, product, or who sees it first, and how

both?
exposure grows.
3 - When will you stop? 4 - What can’t you take back?
(O The evidence that would make © What turning the change off
you pause or reverse. would not undo.

Each team gets one scenario card.

S3D a1
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The dominant constraint shapes each plan

o Switch payment providers

Shadowing a charge charges the

SIDE EFFECTS .
customer twice.

e Mobile app redesign

Phones keep old code; control

SHIPPED CODE
release from the server.

a Config push to customer machines

UNREACHABLE ﬁxcrashed machine cannot fetch the

S3D

o New search-ranking model

Shadow shows it is safe, not that results

SOIEIRISHS are better.

o Raise free-shipping threshold

One-line change; the question is all

PRODUCT ONLY .
evidence.

o Replace the cache client

A small canary can still harm
everyone.

SHARED DEPENDENCY
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A stop signal must match the change’s risk

Catches technical failure

Error rate, latency, crash reports, failed
payments, compared with the existing
version.

Catches product failure

The user outcome the change was
meant to improve: orders completed,

searches that end in a click and a stay.

A product-risk change whose plan stops only on errors will never stop.

S3D
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Hypothesis-Driven
Development

How do we turn an idea into a claim we can disprove?

17-636 DEVOPS
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Hypothesis-driven development tests
predictions about user behavior

A LogRocket

a

= State the change you expect, test it, %i
and use the evidence to decide what to Hypothesis .
build next.
= The result can support the prediction
or give you a reason to revise or stop. Iﬁ @
Conclusion Knowledge

Bart Krawczyk, LogRocket, 2024.
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State the change, the users, and the expected result

Product hypothesis Delivery dates
Change Show delivery dates on product pages

Users First-time visitors

Expected outcome More visitors complete an order

Measure Percentage who order within 7 days of their first visit

Minimum worthwhile gain +1 percentage point compared with the existing page

Choose these before collecting results.
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A payment app wants a “split the bill” button.
What is the cheapest test that could prove it
unwanted?

47
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Disprove ideas before writing production code

Fake door

R A button for a feature that does
not exist yet; count the clicks.

Wizard of Oz

® People do the work by hand
behind an automated-looking
interface.

Each tests demand, not implementation.

S3D

&
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Prototype

A clickable mockup tried by a
handful of real users.

Zappos, 1999

Posted photos of shoes in local
stores; bought each pair only
after a customer ordered it.
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Measure whether users reached their goal

O ® ©® €

Browse Click a title Start playing Keep watching

Sees the home page Proxy metric Proxy metric Outcome: found something

= A change can raise clicks while fewer people find something to watch. Proxies help

diagnose the journey; the outcome decides

= Example: Duolingo judged faster app start-up by whether learners went on to
complete lessons, not by latency alone
S3D 29



Guardrail metrics set limits on acceptable harm

A guardrail is a limit on harm while you improve the main outcome.

Maximum allowed increase

Metric to protect vs. existing behavior

Checkout error rate 0.2 percentage points
p95 page latency 100 s
Unsubscribe rate 0 no increase

= If a guardrail breaks, pause expansion (even if orders increase)

S3D
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Choose the smallest gain worth building for

= Worthwhile effect: the smallest

improvement worth the cost of Eirst-time visitors who order within 7
building and maintaining the change. ays
= Choose it before collecting results. A 10% + 1 p p — 11%

smaller gain may not justify the cost of

isti thwhil t t
building and maintaining the feature. existing WOTHWAILE arge

S3D 51



Carnegie Mellon University

Randomized Experiments

How can we tell whether the change caused the outcome?

17-636 DEVOPS

52



Did Yahoo’s ads cause more brand searches?

Estimated increase in the share of users
searching for the brand:

| == = s

Ad viewers vs. non-viewers with similar past activity

5.4%

Randomly assigned: brand ad vs. unrelated ad

u : !;E! q b
! e e e e =

Coolcaesar / Wikimedia Commons, CC BY-SA 3.0.

= More active users both saw more ads and searched more.

= Random assignment balanced activity across the groups.
S3D
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Office users who tried new features stayed longer

Users who tried advanced features were
more likely to keep using Office

Users who saw error messages were also
more likely to keep using Office

Should we add more advanced features—and
show more error messages—to keep users?

Case: Kohavi and Thomke, HBR 2017.

S3D
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Executive summary
The current consumer electronics market is experiencing some unprecedented change—and with that

changes comps great opportunity. Together, Litware and Contoso are ideally poised to take a market
leadership position and deliver quality, consistency, and innovation to their customers.
Increasingly, people live life with their devices in hand. They are always on and always connected, so

they require more from th power, more speed, integration. The
ind lear: Understand your cust ticipate their i and

deliver above their expectations.

[patrick Davis (OFFICH)}
That's why a Litware-ContosclPARREBTRRHeS LeHbe. No one inthe consumer electronics market has

a better understanding than Contoso of its long history of exciting innovation, turbulent disruption, and
remarkable growth. And no one in the market consistently navigates through these changes and
empowers its partners like Contoso.

Why Contoso?

Of all the companies that Litware can work with, what makes Contoso different? Four key points,
discussed in more detail below, prove how our partnership would be unique and powerful:

« Customer-focused approach.  Aligned priorities and goals.

« Partnership around mutual benefit. «  Evidence and case studies.

Partnering around mutual benefit
For more than three decades, Contoso has delivered positive sales results to its partner companies.
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Selection bias

The groups being compared differed before
the change, so their outcomes would differ

KEY CONCEPT anyway.
Selection bias

= Frequent users encounter more features and more errors—and are more likely to

keep using Office.
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Random assignhment makes the groups comparable

random \

Eligible users

= Other influences balance out on average, so the difference estimates the effect.

Control - existing

Treatment - change

) same period Compare

- outcome

= Chance still leaves an uncertainty range that narrows with more users. Fix the

duration in advance to reach enough users and cover full weekly cycles.

S3D
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Each user keeps one variant for the whole test

TP Perrequest

75 Per user
A shopper sees the old page, then

the new one, then the old one. Each account is assigned once

. _ and keeps its variant on every
Which variant caused the request and return visit.
purchase?

Here, the unit of assighment is the user.
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Experiments can run inside a limited rollout

Control 5% Treatment 5% Not enrolled 90% - existing behavior

= Aflag enrolls 10% of eligible users and splits them evenly.

= Everyone else keeps the existing behavior.

= Conclusions apply only to the population and conditions tested.

S3D
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Activity: Designh an Experiment

Would this experiment tell us the truth?
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Plan a test that could prove your idea wrong

Your group’s idea Experiment card
= A - One-tap reorder 1. What do you predict?
Grocery app: refill last week’s basket 2. Who takes part?

= B - 30-day free trial 3. How will you know?

Streaming service: up from 14 days ) _
4. What will you do with the result?

= C-“Only 3 left”

Online store: shown on low-stock items

S3D
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Swap cards: how could this result fool you?
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L. Stopping at a lucky peak manufactures a win

. . stop here and claim it?
looks like a win

new minus old

no difference

time —

= Don’t claim a win until the test has run as long as you planned.

= You can still stop early if a number you’re protecting gets worse (guardrail metric).
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1. An early boost from novelty may not last

users try the new thing

old habits return

new minus old

short test no difference

weeks since users first saw it —

= Novelty effect: users try something because it’s new, then drift back to old habits

= Test for long enough for the novelty to fade: a short test can’t show a lasting gain
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. Users missing from one group can fake a win

Users recorded in each group - planned split 50 / 50

~3,800 missing: left before the slow page recorded them *

= Only patient users were counted, so the new page looks better than it is.

= Before reading the result, check that group sizes match the plan.

S3D

17-636 / DEVOPS

50,120

46,310
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Acting on the Result

What do we do with the evidence and the flag?

17-636 DEVOPS
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Let the evidence choose the release action

Evidence Action

Worthwhile gain, guardrails hold Expand, and keep monitoring

Gain, but a guardrail breaks Hold, mitigate, revise

Precise effect below the threshold Revise or abandon

Inconclusive: range spans zero and the target Keep exposure limited; measure more or stop
Broken assignment or logging Fix the design and rerun

An inconclusive result is not evidence of no effect.
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Use negative results to inform the next experiment

Experiment Outcomes by Org

Beyond Winning: Spotify’s Experiments
with Learning Framework

X f in O

Spotify Engineering - September 23, 2025

= About 64% of Spotify's experiments produced learning; only about 12% were wins.

= Learning means a win, a caught regression, or clear evidence that the effect is too small to matter.
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TL;DR: Limit exposure and test whether changes help

Technical risk O Productrisk

It breaks M 1t does not help
Flags, kill switches, progressive rollout, A written hypothesis, cheap tests
dark launches, and stop criteria set in first, then a randomized comparison

advance. on a user outcome with guardrails.

Sonos needed both. The Bing ad titles needed only a cheap test.

68
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+” Today, we learned how to ...

Distinguish technical risk from product risk in a proposed change, and explain how

separating deployment from release helps limit both.

Choose an exposure strategy for a change based on its risks, its reversibility, and the

evidence needed.

Turn a product idea into a testable hypothesis with an outcome metric, guardrails,

and a decision rule, and identify a cheaper test that could disprove it.

Explain why randomized comparison is needed to attribute an outcome to a change,

and diagnose why a claimed result might be misleading.
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