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Hi, I’m Chris
Associate Teaching Professor · S3D

I teach software engineering through real codebases,
collaborative projects, and authentic engineering practice.

I build and lead complex software systems, especially
in robotics and program repair.

I study how developers change software and how we
can make those changes safer and more effective.

THE COMMON THREAD Making complex software safer and easier to change.
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Why DevOps?
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CrowdStrike (2024)

LaGuardia Airport, July 19, 2024 · Smishra1 / Wikimedia Commons (CC BY-SA 4.0)

Palmerston North, New Zealand · Kiwi128 / Wikimedia
Commons (CC0)

8.5 million
Windows devices affected—less
than 1% of the installed base.
Microsoft incident response
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https://blogs.microsoft.com/blog/2024/07/20/helping-our-customers-through-the-crowdstrike-outage/


What would you do?
With a neighbour, describe:

1. one technical control that might have limited the incident;

2. one piece of feedback that responders needed; and

3. one organizational decision that affected how far the incident spread
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How one defect became a system-wide failure

Read the Executive Summary of the Root Cause Analysis

01

Change
21 fields supplied

02

Validate
Mismatch escaped

03

Roll out
Broad reach

04

Detect
Crashes became the

signal

05

Recover
Manual repair
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https://www.crowdstrike.com/wp-content/uploads/2024/08/Executive-Summary_Root-Cause-Analysis_Channel-File-291.pdf


Production change can become routine

GitLab.com
progressive production rollout

1

Build
green pipeline

2

Canary
≈5% of traffic

3

Main
full production

Tests, monitoring, and safety checks gate each stage.

GitLab.com deployment path · GitLab Engineering (2025)

Up to 12
deploys/day
Canary stages, safety checks, and
compatibility rules make frequent
change zero-downtime and
rollback-ready.
GitLab Engineering
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https://about.gitlab.com/blog/continuously-deploying-the-largest-gitlab-instance/
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Automation amplifies whatever
the system already knows: good
constraints or bad assumptions.
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How does AI affect software delivery?

DORA · State of AI-assisted Software Development · 2025

D O R A  ·  2 0 2 5

AI’s primary role is as an
amplifier, magnifying an
organization’s existing
strengths and
weaknesses.

“
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https://dora.dev/research/2025/dora-report/


What becomes scarce as code output rises?

Matthias Patzak
AWS Executive in Residence
AWS blog

Kief Morris
Thoughtworks
MartinFowler.com

THE DEVOPS QUESTION Can delivery and feedback keep pace?

Developers generate
significantly more code with
AI assistants, but most
delivery processes were built
for lower, manual volumes.”

“ The right place for us
humans is to build and
manage the working
loop…”

“
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https://aws.amazon.com/blogs/enterprise-strategy/your-ai-coding-assistants-will-overwhelm-your-delivery-pipeline-heres-how-to-prepare/
https://aws.amazon.com/blogs/enterprise-strategy/your-ai-coding-assistants-will-overwhelm-your-delivery-pipeline-heres-how-to-prepare/
https://martinfowler.com/articles/exploring-gen-ai/humans-and-agents.html
https://martinfowler.com/articles/exploring-gen-ai/humans-and-agents.html


Vote: Must a team choose between speed and safety?

A

Shipping more often
creates more
opportunities to fail

B

Shipping more often can
make each failure
smaller and easier to
recover

C

The question is missing
something important
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Software delivery is a feedback loop: change,
run, observe, decide

This course studies how teams deliver changes, observe their effects,
and decide what to change next.

INTENT DECISIONPRODUCTION

01

Commit
State the change

02

Build + verify
Test assumptions

03

Release + run
Put it into operation

04

Observe
See what happened

05

Next change
Act on the evidence
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What is DevOps?
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r/devops keeps asking…

One question. Many meanings.

r/devops • 9y ago

Can someone explain what DevOps is?

▲
●

u/Seref15

“Developers create new bugs and I make sure they are

delivered to our infrastructure in an extremely timely and

non-interruptive fashion.”

r/devops • 2y ago

What is DevOps, Really?

▲
●

u/fire-d-guy

“No one knows what it means, we all just parrot the phrase
because everyone else does.”

r/devops • 3y ago

How do you explain DevOps to non-technical people?
▲
●

u/air-

“Computer janitor.”

r/devops • 7mo ago

What is DevOps? (Discussion)

▲
●

u/unitegondwanaland

“DevOps is what the hiring manager at the company you work
at tells you it is.”
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https://www.reddit.com/r/devops/comments/812527/can_someone_explain_what_devops_is/
https://www.reddit.com/r/devops/comments/1f7b1ix/what_is_devops_really/
https://www.reddit.com/r/devops/comments/15z6jcd/how_do_you_explain_devops_to_none_technical_people/
https://www.reddit.com/r/devops/comments/1qh0dzp/what_is_devops_discussion/


How would you define DevOps?
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Historically, Dev and Ops had different goals
DEVELOPMENT

Deliver change
Complete features, start new work, and

hand changes off.

OPERATIONS

Protect stability
Prevent disruption, preserve service,

and control change.

Each team made reasonable choices based on its own goals, but neither
was responsible for the overall result.
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What gets lost at the handoff?

Hidden assumptions: production differs from test

Long queues: changes wait for release windows

Weak feedback: failures reach developers late

Split ownership: incidents bounce between teams
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DevOps is a set of practices intended to reduce the time
between committing a change to a system and the change
being placed into normal production, while ensuring high
quality.
Bass, Weber & Zhu · 2015

DevOps is the outcome of applying the most trusted principles
from the domain of physical manufacturing and leadership to
the IT value stream.
Kim, Humble, Debois, Willis & Forsgren · 2021
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https://www.pearson.com/en-us/subject-catalog/p/devops-a-software-architect-s-perspective/P200000009378/9780134049847
https://itrevolution.com/product/the-devops-handbook-second-edition/
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DevOps is the engineering of a
fast, safe learning system for

software delivery.
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DevOps is a Philosophy

O N E  D E L I V E RY  SYST E M

01 FLOW
How does value reach the customer?

02 FEEDBACK
How quickly does evidence return?

03 LEARNING
How does evidence change the system?

experiment · reflect · adapt

Kim, Humble, Debois,
Willis & Forsgren · 2021
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https://itrevolution.com/product/the-devops-handbook-second-edition/


The First Way: accelerate flow from idea to
customer

I D E A C U STO M E R  VA LU E

01

PLAN

02

CODE

03

BUILD

04

RELEASE

05

OPERATE

small batches limit work in progress remove bottlenecks
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The Second Way: amplify fast feedback at
every stage

WO R K  M OV E S  FO RWA R D

LOCAL CI RELEASE PRODUCTION CUSTOMER

use + telemetry

deployment

tests
fast checks

E V I D E N C E  R E T U R N S  E A R LY  A N D  O F T E N
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The Third Way: turn evidence into continual
learning

01
HYPOTHESIS

02
EXPERIMENT

03
EVIDENCE

04
ADAPT

CHANGE THE

DELIVERY

SYSTEM

Feedback becomes learning
when behavior changes.
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DevOps is a Set of Practices

Selected from the DORA capability catalog.

Continuous delivery Platform engineering Learning culture User-centric focus Version control

Pervasive security Customer feedback AI-accessible internal data Test automation Monitoring & observability

Generative culture Clear AI stance Working in small batches Loosely coupled teams Team experimentation

Healthy data ecosystems Deployment automation Flexible infrastructure Value-stream visibility Database change management

Proactive failure notification WIP limits Continuous integration Documentation quality Visual management

Trunk-based development Streamlined change approval Team tool choice Code maintainability Transformational leadership

Test data management Well-being
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https://dora.dev/capabilities/


DevOps is Implemented via Tools

DevOps is not about the tools.

Git GitHub Actions GitLab Jenkins Docker

Kubernetes Terraform Ansible Argo CD
Vault

Prometheus Grafana OpenTelemetry
Sentry AWS
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How do you know the Three Ways are
working?
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Capabilities predict performance

DORA Core Model v2.1.0 · Google LLC · CC BY 4.0
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https://dora.dev/research/core/


↗
M A X I M I Z E

Throughput

How quickly does change move through
the system?

Change lead time
Time from a change committed to version control to its
deployment in production.

Deployment frequency
Deployments per period, or the time between deployments.

Failed deployment recovery time
Time to recover from a deployment that requires immediate
intervention.

⚡
M I N I M I Z E

Instability

How often does change create more
work?

Change fail rate
Share of deployments that require immediate
intervention.

Deployment rework rate
Share of unplanned deployments caused by a
production incident.
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◎
U S E R - FAC I N G  R E L I A B I L I T Y

Service Level Objective

A target level of reliability for a
service's users.

Indicator
Which user-visible events count as good?

Target
What proportion of events must be good?

Window
Over what period is the target evaluated?

SHOPIFY ·  CHECKOUT LATENCY

99.9% of checkout attempts
complete within 2 seconds over a
rolling 28 days.

NETFLIX ·  PLAYBACK QUALITY

99% of viewing minutes play in HD
without rebuffering over a rolling 28
days.

SPOTIFY ·  LIBRARY FRESHNESS

99% of saved tracks appear in a
user's library within 10 seconds
over a rolling 28 days.
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Performance predicts outcomes

DORA Core Model v2.1.0 · Google LLC · CC BY 4.0

Organizational performance
Mission and business goals · product quality ·
customer satisfaction · operating efficiency

Well-being
Job satisfaction · productivity · reduced burnout ·
reduced rework
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https://dora.dev/research/core/


Course Overview
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The course spans software delivery,
operations, and continuous improvement

Build
Create repeatable
delivery
environments

containers and
orchestration

source control
platform engineering
harness engineering

Verify
Check each change
before it ships

CI and automated
testing

secrets, keys, and auth
dependencies,
vulnerabilities, and
versions
DevSecOps in
operations

Release
Move changes into
production safely

release engineering
CD and environments

GitOps
flags, canaries, and
shadow traffic

Operate
Run production
safely and reliably

logs, metrics, and
traces

dashboards and action
reliability and resilience
recovery and learning

Improve
Use evidence to
improve the system

experimentation
evolutionary code and
APIs
evolutionary data
people, teams, and
outcomes
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Lectures introduce concepts, labs build skills,
and assignments integrate them

Lecture
Reason about delivery systems
from principles and examples

Lab
Practice one capability in a

focused exercise

Assignment
Combine capabilities and make

trade-offs under constraints
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Assignments account for half of the course grade

50%
Assignments

30%
Midterms

10%
Labs

10%
Participation

Assignments
Seven cumulative deliverables

Midterms
Two paper exams · 15% each

Labs
Focused practice · pass/fail

Participation
In-class activities
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A typical week takes about 12 hours

≈12 hours / week

Lecture 3h

Labs 1–2h

Assignments ≈7h

4 penalty-free late days

shared across graded checkpoints

each started 24 hours uses one

after four, each extra day costs 10%

submissions close after 96 hours

fixed operational cutoffs are marked
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You are responsible for everything you submit
Understand
every line and every decision

Write
the substance of reports yourself

Disclose
where and how AI tools helped

Own
correctness, security, and quality

ChatGPT Claude

GitHub Copilot Gemini

Perplexity Mistral
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Laptop multitasking can hinder learning for
users and nearby peers

Laptops away
unless you are seated in the back row

Tablets are OK
for taking notes

Planned laptop use
we will tell you when to bring them out

Sana, Weston, and Cepeda · Computers & Education · 2013
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https://doi.org/10.1016/j.compedu.2012.10.003


Lectures are highly interactive and
participation is a key part of your experience

10%
in-class activities

In class Expect frequent whole-class discussions and
small-group breakout activities.

Miss a class Four absences are ignored automatically;
missed activities are not made up.

Need
support

For extended absences, contact course staff
and involve your academic advisor early.
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Everything you need to know about the course
is on the website

cmu-devops.github.io
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https://cmu-devops.github.io/
https://cmu-devops.github.io/


Submit work, see grades, and request
regrades in Canvas
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https://canvas.cmu.edu/courses/53052


Use Slack for announcements, questions, and
coordination
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https://slack.com/features/channels


Contact course staff for appointments,
support, and exceptional circumstances
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Tartan Tickets
Tartan Tickets

a university events ticketing platform

a browser application and API

gateway

multiple services, databases, and a

payment provider

existing behavior, data,

dependencies, and defects

Your job is to make the system safer to change, operate, and recover.
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https://cmu-643.github.io/assets/images/tartan-tickets-main.png


Assignments

ESTABLISH CONFIDENCE

1 Build a safety net

2 Add CI guardrails

3 Respond to a secrets incident

→

DELIVER CHANGE

4 Build a CD pipeline

5 Release with evidence

6 Evolve without downtime

→

OPERATE UNDER
PRESSURE

7 Run the game day
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HW1: Build a Safety Net
Two graded checkpoints

A Starting Point and Defect Reports
Sunday, August 30 · 11:59 p.m. ET

B Fixes and Safety Net
Sunday, September 6 · 11:59 p.m. ET

https://cmu-devops.github.io/assignments/hw01

45

17-636 / DEVOPS

https://cmu-devops.github.io/assignments/hw01/
https://cmu-devops.github.io/assignments/hw01/


Getting Started
Before next time:

1. Read the syllabus and current schedule on the course website.

2. Join the Slack workspace (see Canvas announcement).

3. Complete the Google Form with your GitHub ID.

4. Get access to your repository and try to launch the DevContainer.

5. Post any issues to #technical-support on Slack.
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🚀 Today, we learned how to …
Explain DevOps as the engineering of a fast, safe learning system for

software delivery

Use flow, feedback, and continual learning to diagnose a delivery problem

Interpret the five DORA metrics as performance signals rather than

targets

Describe the course rhythm, assessments, and cumulative project
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